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 Abstract 
 
Mobile Adhoc Networks is a self organizing network composed of mobile terminals connected by wireless links. Adhoc 
Networks are created dynamically without any preexisting network infrastructure Ad-hoc networks are very useful in 
situations like emergency search and reuse operations and meetings where people want to quickly share information. This 
network does not have any central administration, hence there are no designated routes, all the nodes can serve as routers for 
each other, and data packets are forwarded from node to node to node in multi hop fashion. Cluster based Mobility and 
Energy Aware (CMEA) routing protocols is used to find the reliable route in a cluster networks. The clustered network 
avoids path breaks and long path delay. When applying the energy and mobility aware metric over clustered network gives 
reliable route between Source and Destination. Service Oriented Architecture (SOA) is an evolution of past platforms, 
preserving successful characteristics of traditional architectures and bringing with it distinct principles that follow service 
orientation in support service oriented enterprise. It forces the network to improve the reliability, security, integrity etc. By 
applying the proposed XML technique for encrypting the secure data improves the content delivery over the CMEA 
network. Therefore SOA based secure data transmission over the reliable route improves the network performance. 
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1. Introduction 
 
Wireless networking is an emerging technology that allows users to be able to access a broad range of 
information and services while user are mobile. There are 2 types of wireless networks such as infrastructure 
networks and ad-hoc network. In infrastructure networks, mobile nodes communicate via base stations which 
are part of fixed wired network. An Adhoc network is a network that is created dynamically without any 
preexisting network infrastructure .In Mobile Adhoc Networks address several issues such as median access 
scheme, routing, security, deployment consideration etc. Exiting routing protocols in MANET can be classified 
as proactive, reactive and hybrid. Proactive routing protocols are table driven. It maintains the entire topology 
of the network. Whenever the route request 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig1.Clustered Network 
 
is made the shortest path can be formed. But this type of routing is not well suited for very dense Adhoc 
network. The reason is size of routing table and routing overhead. Reactive protocols are used to find out the 
routes whenever needed. This reduces the routing overhead compared to proactive protocol. Due to the flooding 
of route request to the entire network and long path delay, it decreases the network performance. Hybrid 
protocols combine the features of both proactive and reactive routing. Consequently reduces the routing 
overhead and time delay cluster based routing protocol is one of the hybrid protocol. Clustering of nodes into 
groups effectively minimize the routing traffic and flooding during route discovery process. The 
implementation of Cluster based Mobility and Energy Aware (CMEA) protocol is used to find the reliable route 
during discovery process 1. The figure 1 illustrates the clustered network. 
 
Service Oriented Architecture (SOA) has become a multipurpose buzzword when divers computing platform 
consisting of web services technology and service orientation principles. Service Oriented Architecture is an 
environment standardized according to the principles of service orientation in which a process that uses the 
service can execute. It is used to design and positioned the web service according to service orientation 
principles. The web services such as SOAP, WSDL, UDDI provides the enough functionality to built simple 
distributed system via the internet using standard protocols such as HTTP. WS-SECURITY is used for secure 
web service communication using common security technologies including digital signing and encryption. 
When implementing WS-security on mobile ad-hoc network, it improves the secured content delivery over 
reliable route 4. 
 
2. Literature Review 
 
ZRP provides a hybrid framework of protocols which enables the use of any routing strategy according to 
various situations. Dynamic Zone Topology Routing protocol (DZTR) for scalable routing in a MANET is 
proposed in [4]. DZTR breaks the network into a number of zones by using a GPS. The topology of each zone 
is maintained proactively and the route to the nodes in other zones is determined reactively. DZTR proposes a 
number of different strategies to reduce routing overhead in large networks and reduce the single point of 
failure during data forwarding 5. 
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In Zone and Link Expiry Routing Protocol (ZLERP), stability of link is determined on the basis of signal 
strength received at periodic time interval by node which is on the periphery of other node’s zone. Signal 
strength depends on many factors such as distance between nodes, angles between nodes, obstacles, blocked 
regions, noise, interference etc. ZLERP considers two main factors, distance between nodes and blocked 
terrains. ZLERP divides its network in different zones. That’s the node’s local neighborhood. Each node may 
be within multiple overlapping zones, and each zone may be of a different size. The size of a zone is not 
determined by geographical measurement. It is given by a radius of length, where the number of hops is the 
perimeter of the zone. Each node has its own zone 6. 
 
In the Anonymous Location Aided Routing Protocol in MANET (ALERT), the information of the bottom-
right and upper left boundary of the network area is configured into each node when it joins in the system. This 
information is used to locate the positions of node in the entire area for zone partitions. In ALERT algorithm, it 
first checks whether destination are in the same zone. If so, it divides the zone alternatively in the horizontal and 
vertical directions and repeats this process until itself and ZD are not in the same zone. ALERT uses the 
hierarchical zone partition and randomly chooses a node in the partitioned zone in each step as an intermediate 
relay node (i.e. Data Forwarder) using GPSR routing. The zone division in ALERT occurs when selecting a 
next forwarding node. So the zones are formed dynamically as a message is being forwarded. ALERT uses 
dynamic hierarchical zone partitions and random relay node selection to make it difficult for an intruder to 
detect the two endpoints and nodes route. When uses GPSR routing for select RF, the reliable route selection 
not possible. If a node moves out of the zone then resending the Route Request (RR) can occur. So it will 
increase the overhead in the network. A node in a zone can register the mobility of node. It is not suggesting the 
reliable node as a relay node. In the proposed approach, mobility and residual energy of a node is used to select 
the relay node. So the rebroadcasting and network overhead will be reduced 2. 
 
Message Transmission Optimization Mechanism MTOM (SOAP) is another specification that focuses on 
solving the "Attachments" problem. MTOM is actually a "by reference" method. The wire format of a MTOM 
optimized message is the same as the SOAP with Attachments message. The most noticeable feature of MTOM 
is the use of the XOP:Include element, to reference the binary attachments (external unparsed general entities) 
of the message. XOP allows binary data to be included as part of the XML Infoset. In fact the XML Infoset 
becomes a superset of the traditional Infoset known as the XOP Infoset. It allows for the binary data to be stored 
outside of the XML document, just like in SOAP with Attachments. This logic becomes inherent to the XML 
parser, and allows the SOAP parser to treat the binary data as part of the XML document, with no special 
retrieval logic3. 
 
We observed from the literature that most of the earlier works focus on different routing strategies which 
efficiently find shortest route to the destination. However the main problem faced by routing protocols in very 
dynamic conditions is that, links may be broken soon after routes have been established. This leads to a high 
number of control packets and do not take into account of network overheads caused by routing. By providing 
Mobility and Energy Aware metric the number of broken links is reduced. After finding the reliable route the 
encoded binary data is attached with MIME to provide secure data transmission through reliable route. 
 
2.1. Advantages of Clustering  
 
It is the process of dividing the network into groups, and each group is called as a cluster. The Cluster Head 
(CH) of each cluster will act as coordinator with in its group. The cluster nodes have direct access only through 
Cluster Head and gateways. The Cluster Heads can be communicated by gateway. The benefits of clustering 
listed below 
 
x Efficiency And Stability   
When a   mobile   node   switches  its attaching cluster only mobile nodes residing in the  
corresponding  cluster  are  required  to  modify their routing table. 
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x Topology Information   
The Cluster   Head   aggregates   the information about the entire cluster node under that.  
x Limit the Inter-Cluster interaction  
The process of clustering limits the reach of inter cluster interaction to cluster heads and also  
avoids unnecessary exchange of message among the mobile nodes.  
x Minimizing the routing overhead   
The  cluster  heads  are  communicated  to discover the route which reduces the routing overhead. 
 
3. Proposed Work 
 
In route discovery process, only cluster heads are flooded with route request packets. To perform route 
discovery to Destination D, the source node S sends out a Route Request (RREQ).Intermediate cluster head 
forwards RREQ packets to their neighbouring clusters upon receiving this packet by the target node, it 
constructs Route Reply (RREP) packet. Suppose intermediate cluster head moves, new clusters may form. 
Therefore when RREP packet on its way, it is discarded by Pre intermediate node of new clusters. When time 
expires, this whole route discovery process is repeated again. This is the major issue even if one intermediate 
cluster head moves from its path. To avoid this, Mobility and Energy Aware (MEA) metrics are used to find the 
intermediate node ensures stable path between Source and Destination. 
 
3.1 CMEA Protocol  
 
Cluster based Mobility and Energy Aware (CMEA) protocol has the following steps for a 
particular node 
 
Step 1: Calculate the Remaining Energy of node.  
Consumption  of  a  node  after  time  t  is calculated using equation (1) 
 
Ec(t)=Nt*α+r*β……………………………….…(1)  
Where  
Ec(t), energy consumed by a node after time  
t.  
Nt , no. of packets transmitted by the node after time t. 
Nr, no. of packets received by the node after  
time t. 
α and β are constant factors having a value  
between 0 and 1.  
Step 2: If E is the initial energy of a node, the residual energy ERes  of a node at time t, can be calculated  
using equation (2) 
 
ERes=E- Ec(t)…………………….....(2) 
 
Step 3: Calculate the Mobility of a node Calculate  the  arrival  angle  of  a  node  ‘v’  
calculated using equation (3)  
v   = 2   −1   /  ( 2   −1)………………...(3)  
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Where  
RSS - Received Signal Strength  
2 –Signal received at time2  
1 –Signal received at time1 
Step 4: Initially the critical angle is θc = 45  
If v   <critical  angle  then  it  is selected for routing  
Step 5: Calculate the weight of a node Wv  in the equation (4)  
Wv     =     Arrival   angle   factor   +   ERes   ……………….........…... (4)  
Step 6: First priority is given to the node with highest Wv for selecting the cluster head in each cluster. 
 
3.2 Secure Data transmission  
 
A Simple Object Access Protocol (SOAP) is an XML based messaging protocol uses the MIME technique for 
secure data transmission. It defines a set of rules for structuring messages that can be used for simple one-way 
messaging. A SOAP message is encoded as an XML document consisting of header and body element. XML 
infoset allows for the binary data to be stored outside of the XML document, just like in SOAP attachment. 
Sending and receiving SOAP messages that contain binary data. The binary data is a part of the single XML 
Infoset model, but this feature introduces the concept of sending the binary data separately. Serialization of 
SOAP Messages defines that the serialized XML infoset will include XML-binary Optimized Packaging (XOP) 
in place of the binary data, and the binary data will be represented together in a MIME container3.Figure 2 
illustrate the data transmission through reliable route in a secure manner. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig 2.Datatransmissionthrough Secure and Reliable route 
 
The binary data optimization process involves the following steps 
 
• Encode the binary data   
• Remove the binary data from SOAP envelope   
• Compress the binary data   
• Attach the binary data to the MIME (Multi purpose Internet Mail Extension) packages.   
• Add references to MIME package in the SOAP envelope  
 
The following source code describes the encrypted data attached with MIME package for secure data 
transmission. 
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<number>2322 
 
</number> 
 
<encrypteddata xmlns:xmime=http://www.w3.org/2005/05/xmlmime> 
 
<xsd:element name="ClaimData" type="xsd:hexBinary"/> 
 
<ciperdata> 
 
<cipervalue> 
RSJ7UU178 
 
</cipervalue> 
 
</ciperdata> 
 
</encryptedata> 
 
<ClaimData>file:c:\data\mydata.zip</ClaimData> 
 
</invoice type> 
 
 
 
4. Results and Simulation 
 
The proposed routing scheme has been implemented over CEMA using ns-2. The waypoint mobility model has 
been used. In this model, a node moves from its current position to a new position by selecting a random 
direction and a random speed. The entire network area is a rectangle with side lengths lA and lB and the entire 
area is partitioned H times to produce a Cluster . The size of the entire network is 1000 m × 1000 m and H = 5 
to ensure that a reasonable number of nodes are in a destination zone. A node will be allocated with a random 
speed in a range of 1 to 30 m/s. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig3.Neighbor node estimation 
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Fig 4. Packet transmission through optimal path 
 
5. Conclusion 
 
The Clustered based Mobility and Energy Aware protocol is used to find efficient and reliable route between 
source and destination based on mobility and energy aware metric .After finding the reliable route the proposed 
XML based encryption method enforces the secured data transmission over the reliable route. Thus the 
implementation of clustering technique improves the route stability over the network and the encrypted SOAP 
message exchange between the mobile nodes improves the secure data transmission. The SOA based secure 
data transmission over CMEA protocol improves the throughput of the network. 
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